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1 BREHENH A

S KA S A 32 BEHUE B AR VPN £ (DUT) 1R 18] [m) 3252 P B 2K 23 (1) F )
G Ir) ) e KU o

FeAraE 5 2 H Spirent SmartBit &3 Spirent TestCenter Application >l DUT Xt T
64/128/256/512/1024/1280/1518 “7 17 [¥] e KA i

HHT 2 2R ENR . 248 H Avalanche SRR, BT T E K71 K SEE R
HTTP NI, BRI R —ANE e /N L TaT, 911 100K B,

SY5N, Bl AT A S W BORBERT I RO, (A RATAEF HTTP, begi
HTTP J2 F TR L84 2 B

TR TSk

¥ 28 i b= LTI R /N8RRI 1) get U RERDHI M B & T A AR 4 (1.05-1.1)

MR H G -

MR U SO, IR ZE iR . BE ke 100KB 1 Ui SCAF, A RERT N ek
B> AT, KR e B I e /D 850kbps it XTI 100M B, RS
£ 0.85%. DML R B/ IR ZE il EE R BUIRI SRR RN

RTINSO, Sl SRR IR e i, I 3RAT IR DN A IR AT 25 1S 2108
S A AR AN R L B A5 B OB A RE T 1Y) 80%
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2 MAIAIE
SRR N RTIR b 1 B 4 s

192.168.20.10-20 192.168.20.1 . 192.168.10.1 192.168.10.10
oo, Port2 ﬁ— port3, Portd —

32,36 Avalanchez700 3z.37Avalanchez700
32,39 MetsreenFW

Client Side Server Side

W28 it AR
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3 BT AR

7E Avalanche Commander HFT & I H o T AR AE & ThrestEx 19K, AT AAE %
# “Add ThreatEx profiles to New Project” .

# New Project... - Step 1 of 1 ﬂ

Select name and location for your new project,

Enter a name for the project and the location of a directory where it shiould be
stored, The directory will be created if it does not already exist,

Project Mame IBandwidth

Direckary |E:'l,.ﬁ.valanchei,SSD'l,Bandwidth Browse |

[~ &dd ThreatEx Profiles ta New Project, &

= Back Mext = Finish Zancel

Bk — AN, VERAE Step 3 INFBEEFE Device MR, Step 4 #Eik$¢ Advance.

#» New Test... - Step 3 of 4 ﬂ

Select the general category of test you wish to create.

- Application -- &valanche emulates clients anly,

{+ Device -- Avalanche emulates both clients and servers.;

" Worksuite -- Avalanche iterates over other test bypes,

*&%@

Client / Topology Emulation Senrer { Topology Emulation

A Device Test iz designed to run through one or more network, devices, &walanche emulates both the
cliznts and the servers in the test, while the device under best sits in the middle,

< Back Mext = Finish Cancel

STC-L47-300-0401-03-CN 4



Avalanche M &3,

4 HmEH =R
4.1 #SL Action
7f Client>Actions T, A Bif) “Actions 1”7 , & 4:

“1 get http://192.168.10.10/index.html”

_/ C"EI'I'IXSewer\Q Cantert Files\ﬁ P-.In:ntes\{ Run\Q Results
L]a* Actions ", F'rn:nFiIes\Q Netwark\ﬁ SUhnets\Q Pnrts\‘f\ Associations

Select an Actions List ko Edit: I.ﬁ.ctil:uns_l 2*‘@ | | El | % |

actions
3 10 20 30 40 50 &0 70 £
‘ ‘ ‘I

P T T T T T U T T T T T T U T U T T T T T T T T U T T O T T T T T T T T T U T T M I A U B O B A 1
get http: AA192 168,10, 10 ndex . htm]

i N )

4.2 BIN%& P Profiles
7t Client>Profiles T, EFHrad, G “User 17 [BCE . fRFFERIAME .

J( C“El'lt\Server\{ Conkent Files\< Nutesw Results
Loads . &ckions f  Profiles Netwurk\i Subnets\< Pu:urts\ﬁ Associations

Select a User Profile to Edit: ILIser_l LI | E | % |
E Preload YWalues From IUser Defined Browser j
= . .
o Maximum Connections Per Server |2
fis]
E Lnlirited Maxirmum Connections Per Simlser [
=
T Maximum Connections Per SimUser |65535
Maxirnurn R.equests Per Connection IEIII
HTTF Protocol Level = HITPI1.0 [~ keep Alive

{ HTTR{1.1 [+ Persistence

HTTP Pipelining [/ Emable [~ Proxy Pipelining  Max, Requests |2
ser-Agent Header |
Yerify Content MDS Header I

additional HTTP Headers

L Radius " NAC " HTTR: User

STC-L47-300-0401-03-CN
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4.3 ¥INZ g Subnet,

1E Client>Subnet FSIN% ) i W28 Hidik “subnet_0000” , JHesE k.

j Client

SErver\Q Content Files\q Notesm Results

F S

f Loads\i F\EtiDI‘IS\iPI’DF“ES\QNBtWDI’k){ Subnets F‘Drts\inssociations
Show Subnet Profiles using: @+ IPvd  IPv6 @ [T wLan [~ mac [~ IPSec @
Subnet Mame I P &cddress (Range) Metmask Metweark Default Gateweay I Gateway Address Randamize [P
Diefault | 192.168.432-192.165.43 254 24 192 168430 ] | r
subnet_0000 2* 192.168.20.10-192.168.20.20 24 192.1658.200 s 3 * 192.168.20.1 r

Selected Range: subnet_0000 (1)

4.4 I iR O .

Preyious | [ | Apply

Deleke Subnet

| it subret

7F Clinet>Ports T [H] FiEFE “Add Port” , ¥shnz /= i it 1 .

J.” Clisnt

Server\i Cantent Files\< Notesm Resulks

f Loads\Q .ﬂ.ctions\Q PrnFiIes\Q Network\i 5ubnets>'r Ports ™. Associakions
Im

Gratutous ARP

“irtual Router

DD Test DMZ

Dizakbled

r r

Port
10.61.32.36:0,0 [
L =

STC-L47-300-0401-03-CN
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4.5 WINEFumkEr.
1F Client->Associations L[] Fit#¢ “Add Asso...” , MKIKEFE 4.1-4.5 AT 5 .

N PR

_}r Client Server\< Cantent Files\i Notesm Results
,Jf Loads\Q F\ctions\(\ ProFiIes\Q Network\Q Subnets “C_Parts | Associations

Load Profile Type: 7 User Based % Global Global Profile Mame: IDeFauIt v|

Enakbler! | Action Profile Wizight (Percentao. I Subinet

v 2* Actions_1 + User_1 10071 00)4 + 1061 32.36:00 5 * subnet_0000 (IPva)

Genetate Flat subnets 1 + add Assao, Delete Asso,

4.6 Hr#E Server>Transactions
7 Server>Transactions it “Transaction 1”7 , % & Wi k/Nk 102400 (100KB)

5EWEF\;\CDntent Files\i Nu:utes\{ Run\ﬁ Resulks
Transackions .ﬁ.uthenticatinns\i Netwurk\{ Subnets\{\ F‘u:urts\g fssaciations

Select & Transaction Profile ko Edit: ITransan:I:iu:un_l vI B | | 'E' | % |

~Response Properties

Timing IFixed ;I Embedded String IEmpty j
Laktency II:I ms, String Position IBeginning j
Status Code |z00 =] Bady Size Fired, =]
Status Phrase ok Size 102400 bytes
Body Content Type I-ﬁ-scii ;I [ Fully Qualified Path

~Response Headers

MIME Type Itext,l'html LI [T GEenerate MDS Header Every |1IIIIZIIII Responsels)
Last Modified Header [ Wse Comtent-Intearity Header Instead of Content-. ..

STC-L47-300-0401-03-CN 7
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4.7 WIRFHREE.
7 Server>Profiles SNk “Server 17 =ik, E#¢ “Do not Close” <],
Trascation £ 4.6 432[ “Transaction_1” .

5EWEF\CDntent Files\Q r'-.h:utes\Q Run\ﬂ Resulks
! Prafiles £ Transactiuns\i .ﬁ.uthenticatinns\i Netwurk\Q Subnets\Q F'u:urts\Q Associations

Select a Server Profile bo Edit: IServer_l - I Q = EI %

—taeneral

Description I
Type [HTTP ]|

—iConneckion Properties

Port: IBI:I Enable GRE [ Conneckion Termination With -
Tog (He:x) I Ignore ARP Requests [ Clase Tirmeaut 300

M35 I

~Server Emulation

Server Type IMin:ru:usu:uﬂ:-I .0 | [~ Enable Chunked Transfer Cading

Transaction Profile Tran;i@;ll Min Chunk. Size |E4 Brytes
Max Chunk Size |25Eu Brytes

Protacal Level £ HTTP 1.0 &= HTTP 1.1

4.8 ¥SIniRSS ¥ subnet.
7t Server>Subnets F¥RHI4 4 “subnet_0000” [IMIEL, FHHEE IERAMI MG,

Server "\ Contertt Files “_Motes “_ Run “_Results

[F PrnFiIes\Q Transactions\i Authentications\‘f\ Network\f Subnets Ports\Q Associations

Show Subnet Profiles using: & IPv4  ( IPv6 & [ wan [ Mac [ IPSec &
Subniet Matne Metmask Metwork Default Gatevvay Gatewvay Address
Cefautt 124 19216810 I_
2+ subnet_0000 24 182165100 [ 192168101
aw
Selected Range: subnet_0000 (1) Presious | ek | Apply 1 * Add Subret Delete Subnet

STC-L47-300-0401-03-CN 8
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4.9 SRk S vk O
1E Server>Ports &, A AR 55 s It i 1

Server "%, Cantent Files “_Motes . Run “{_Results

f PrDFiles\Q Transactions\i Authentications\i Network\i Subrets | Ports . Associations

Part Gratuitous ARP Yittual Router

| 2* 1061 323700 I Disabled

1 * Add Pork Delete Port Add Multiple Parts

4.10 PR SS um < Bk .
1E Server->Associations N INoRER, FEAKIKIEH: 4.6-4.9 LIRS . 1E IPV4
Address Range #', 5 “192.168.10.107 11 4 Al 55 %% 1 Hu ik .

Server . Cantent Files ¢ Mates “(_Run *{ Results
f Proﬁles\i Transactions\‘f\ Authentications\i Network\Q Subnets\"r\ Ports)'r Associations

Ryl I Profile I Poart I Subnet IPv4 Address Range IMac Address Range IPvE Address Range

1 | Ser\-'er? 1006132 350 0 =ubnet_0000 [|Pywd) 19216581010
1" 2 "2 3

4.11 ®BiFfCE
HEFE Trail-Run SRIGIERC & A2 75 IEAf

T E 2| Closed with reset 4 1 f21E W 11, A% P imik$ T http 1.1 persistents.
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Test Stages

Test Stages

VWO0Weo

Test Stopped

Transactions

VWOVWe

Test Stopped

TCP Connections

Attempted: 1
Successful 1
Unsuccessful O
Abarted: a

Time

Elapzed: 000215
Remaining: 00;00;00

Client Stats

Per zecond: 0
Open; u]

Closed with errar:
Clozed with res
Clozed no error:

HTTP Transactions

Per Zec: 0

Time

Server Stats

Elapsed: 00:02:16

Event Logs

4.12 BRE Load Tk B3R
1 Connection/s R 2CHEAT IR .

General

Specification

Default Time Scale ISEn:u:unu:Is

Random Seed [ II:I

Connectionsfsacond i

[

e BT HTTP A HTTPS MR LL A, #FN 4% H SimUsers 5%# SimUsers/sec.

FATTFIAE IR L A5 () B T4 i AE 100Mbps 2247« MRIE AL, BATHE KA 117

D (T LLE BX A T

STC-L47-300-0401-03-CN
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BATEAT I N B

BB 0, PhEibBr. Wi
LM ER BT B 244 Cisco
Span Tree thiXZ 51, 7
THHEZY B 30 PPl
/0

Bt 1, TeHpB:, wE
24 ) 115, ik
PR ) NI R ).

MBE 2, 4EFrEL, B4
HEE 100 Fb

BrBL3, BB fEi%
B BORE TS T o

~Phase Editar
Label IDeIa\,f
Pattern IFIat A I

Time Scale IDeFauIt A I
Repetitions Il—
Height p—
Ramp Tirne ID— s8C,
Steady Time IS— sec,
Petind I— SEC,

Duration 5 SEC,

IU__}I &dd | Remaove |

~Phase Editor

Label IRamp Up
Pattern IFIat l

-
Time Scale m
Repetitions Il—
Height fioon
Rarnp Tirme IS— SEC,
Steady Time ID— sec,
Period I— SEL,

Druration 5 SBC,

amol oo

Phase Editor
Label ISteady Skate
Pattern IStair hd l

Time Scale m
Repetitions ll—
Height o
Ramp Tirne ID— SEC,
Steady Time Ilm— SEC,
Petiod l— SEC,

Cruration SEC,

1”2_ add | Remave |

~Phase Editor

Label IRamp Diown
Pattern IFIat - I

Time Scale m
Repetitians ll—
Height [
Ramp Timne ID— SEL,
Steady Time IZD— seC,
Perind l— sec,

Duration SEC,

1“3_ Add | Remove |

EFHZAT “Run”

| S E e P

& [?]

=

Run, IEEFIETT.

Trail-Run. B IETT.

STC-L47-300-0401-03-CN
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EIsAT IR, IRAT SEZEMEE Server 5 () TCP Open {53, 1 K B iR,

> RN EER R, i )L T . Bl 8L DUT AR GE ST, AR TRt

RSO0 T, AR A

> WX EAEAR D, W) DUT TARIES, i H %A RE 4552 R Pk o

Test Stages

Test Stages

LSOO

Steady

Transactions

Steady

TCP Connections

SHETEOIO

Aftempted: 1625 Per second:
Successful 1579 Opern: ﬁ
Unsuccessul O Clozed with errofd
Ahorted: 0 Closed with reset: 1581
Closed no etror: 0
Time
HTTP Transactions
Elap=zed: 000024

Femaining: 00:01:50

Client Stats

Per Sec: 115

Time

Elap=ed: 00:00:24

Server Stats

Event Logs

EFE “Client Stats” F1 “Server Stats”

W 4 Yt B o

Client Stats

, 1F Network Traffic 5 Details 'R ML 4% 1)

(S L=] S k= 1=l" P S LR A

Server Stats

Event Logs

STC-L47-300-0401-03-CN
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\
D

P =N
JIL L o

1F Client Stats */', 7 %] Incoming )

FPR/PPRGE Table | TCPStats | Simlsers | Fairmess | 1PSec | Stp | 802.1%/RADIUS | MM4 | Timers | QoE | mar4 | cIFsne | Rve | RTMPT | woast
Detals | Summary | Load | HTTP | Streaming | mulicast | FTP | Pop3 | smre | ons | Telnet | TP | ppos | criuoe | critce

reams | Sapes I SIPMG | ThreatEx
Resource | PPP

Metworls kraffic {kbps)

100000

90000

30000

70000

60000

50000

<0000

30000

20000

10000

— Incoming
— Cutgoing

00:00:20 00:00:40 00:01:00 00:01:20 00:01:40 00:02:00

Packet traffic f second
12000

3000

<000

—\

— Incoming
— Cutgoing

00:00:20 00:00:40 00:01:00 00:01:20 00:01:40 00:02:00

\
D

1E Serveer Stats 7, 7 #I| Outgoing [*) i & .

POP3 | SMTP |
TCPStats | SIP | M4 | mmep4 | CIFSM

| Fp
Resources

Details | HTTP |
Telnet | cRiUDP | CRyTCP | TCP

Streaming

Connections

DHS

G SIPMG ThreatEx

Mekwork traffic (kbps)

100000

Q0000 /__.v/
0000
70000
GO000
50000
40000
30000

20000

10000

e

— Incoming
—Oukgoing

a0:00:20 00:00:40 00:01:00 000120 00:01:40 a0:02:00
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5 XU In) A 2 I
LR, FATTE T R BT ) A AR . BT 0 a) A A, FRATT AT DA
KL i 5 AT
1. f#f] HTTP POST.
T 2 I X [ 9 o P o e A TR — R vk . POST HIshE & acEide 2 5, &
25\ Server B4 52 3R A R E 4 o
POST 24k

1 post http://192.168.1.2/ <POST_BODY: URLENC KEY=foobar, LENGTH=200000>
FIE M TR/ METH LENGTH #E47 1%, IR [1111) U K /NAE Server [1) Transcation
HRHEAT I E

2. AlHIZ Bl AT IR

T LI SMTP. POP3. FTP Z& it iT &k 8 it .

KR AR 0%, ASCAMEL Z B al, WORAEAE ] s 2 ), IR
Spirent Support.
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6 LA
QL. FIN 1 RST #7& 7 L L+
TR R o, BADCORE RS, I eT LAl RST J7 KOG+

Q2. Wl yg/> TCP L APRELITFE? ?

FATTAT EALE Action list 5 N2 45 [FIFEI A4, JF$E HTTP 1.1 Persistence 2% HTTP
1.0 Keep alive, Jfi7E Client i fll Server S fLF4E—A> TCP &% h nf &% #: K Transcation

Q3. TP By e KA R Z /D> ?

P W M5 A, PEREA—FE. W kUL, 1G P n] LLAF) 980M, 10G )4 I
nJ Lk £ 9.8G.
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